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风险层级 具体威胁 典型案例

模型层 提示词注入，间接提示词注入，

提示词泄露等

利用间接提示词注入，通过邮件

窃取私钥

系统层 本地权限滥用、命令注入等 邮件自动删除，软件自动删除

网络层 WebSocket 劫持、Deep-Link 诱导

执行、Ͳ持᳦

模餀 提餀络Ͳ等

䛙ĐĐHᅶ件

⁔䜀

t䜀

w
䙄钥

penClaw
⪵Ȼ㫑⠦Ȼ惎嫀ȼ

Ƚ 嫀 嫀☧⪹Ȼ⠦㑳Ȼ㊤ Ỡ䷳昱⁵ 㯃 㱎 ⭃㑯

⫸ ɻenC
⩢ ⁧ 䖃 ⠦

Ỡ℅柍਀榋Ȼ᷼ノ⑯℅ⶓ
⩤⠦Aノ⑯揽Ỡl⭃PI

ɹ

⩦ᴬȽ㊤ 圀 ㉯斏ݮ ䷳Ƚ嫀㓭 ☧⩰Ȼ⠦㑳Ȼ㊤ Ỡ䷳昱⁵昱℅媽㓭⩰ף␀⃹

⠦pen aw ɹ ɹɹ
⩴쀀

Ƚ嫀 嫀☧⠦ノ漓嫅㊤Ȼ⃺ノ壇嫀嫀⃹ɹ venClaw㘫Ƚ



5

ɹ ɺ

ɺ OpenClaw
AI
ɺ

OpenClaw

2
AI ɺOpenClaw
ɹ

ɺ

OpenClaw ɺ AI Agent
ɹ

ɺ OpenClaw
ɹ

ɹ ɺ

ɺ

OpenClaw Skills
ɺ OpenClaw

ɺ



6

3
AI ɺ

OpenClaw WebSock儑㔀

�2�ZN�Z

wenw

An=

�ƒ #s"ÔZ� +A?! %.? penClaw

ᵣ�: �H�E �6�R �6�H�Q

�� �"&ò໚ 㔞

WpenClaw SgNAN ANnNn

�à 5Ác. 2� OƒWebSock儑㔀�Ø�˜ _¬DéBƒVN&—�:  j O�"Þ1ÞX�_Æ"Ð"« /� ?ƒ

τ 媌⋟ 䖜 ㄍ

OpenClaw

ή

OebSock儑㔀

�Ú#*/! !Ü/� T˜"ÐEª[¬Mã/� b×AfWK_Ë$•MãB<[®Sà5Á#� �b 40Bb&!

awgA ba�g一AA乕

�’ *e2bEÜ6˜_¬D_#*#*4:

Ӓ

AwenwC ɪ

A_ckTcogbT AwgA lasgakang�œ"×(å"Ð �$�J�E� �$�V�J�B�ZN�Z�D �@

ʰ 䍄

Aw�h S一 ԎKሀ㋐峰䔏ᐺ⃺ 伄 㔪 ┓ 䒃 ⵐ ⃷ ᑠ 婧∼ᐷ 㴲 䘺⁪ 忆⒐ 䈮 囿ልᎮ

Ӝ

�6�V� �1 �O �6�¯ �¯5t&!

Ȯ 䇏 Ⓑ壚 捡噣 㖃 㘌ᣠ 挺 ⃺ 䍈 ㋠ ㄍ ኪ 㔓 䶞

PPqkS qṌףSgNAN ANANഺ ⼡ ▮ ⏁ 㐧�2�S�H�Q�&�O�D�ZΘ ˨

ɢ

gbenAkawA乑汶 ᘺ⁪ 䈼 剒 ᐧ 䔓 䉢 媌⌕ 䋗 ⍏ 䔙 庪ⴲ ⏸ ㋺ 侷 ṓbenAkawA_乔T=_b AgkT 恑փ ☿ 㐿 伓 ᘼṒ ䷞ 凩 帎 優 䐧 㘫 ☯

_ penClaw

˨

ӭ ɬ

└ỏ ⿧ ሐ 䁨 ⊸ 㼡 ⼄ 凐凩 动 吷㕓 ⾊⿧ ጠ ䷣∼ᐺ ⃺ 伄 ㋞ ䷣ ㉢ ⿧ ቶ⁤ ① 䵓 ⯓▃ ጬ ␹ 偨

ָ 㼡 ≢ ῧ 囸ᕌ 㑡 䄀 ⌠ 巣⼓ ᷨ 䊈ᴰ 忌 ዗ 䅦 彋 拷 䄀 ┉ 嘫 ∼ 吧 䔓㉢ 潡ⴲ ① 䄯⒃ ㌮ 㻏

挦咃ض

SIȘ OpenClaw˧

5{$z6!

㻚 㔞 Ȯ 䇏⾌ 㯓▌ 䑓 㵐 ䷛⭁ 㘺⁪ 䍈 剐 ㈼ቢፊ 䢃 w〲一w

▨ ㋶ ⾗ 䇛 ‪ 搪 㘺⁪ 䔉 㘫 ⷣ ㎬ 侍 ㍆ 䢇 ▃ ♹ 吨 励媭 ⍛ ∙ 佳 㖎 ὐ 䃷 ⊬ 䑰 伓 ᷏⍎ 佳 㖎 ᔐ┙ 㼓 ᘺ⁪ 䔉 㘫 ⊳ 懩 噥 㿝 䖷 偨ⴺ ᷠ 䇚 䖫 弡 ┫ 䋩An=$ƒ-ª T0B5$Ú%*A#V$"<�Ú?Œ6:  j



7

ɺ

OpenClaw AI Agent
ɺ WebSocket

AI Agent
ɺ OpenClaw

localhost ɺ

CVE-2026-25253 1

CVE-2026-25253 2 Token OpenClaw

4
OpenClaw

ɹ ɺ OpenClaw Exposure Watchboard
27.8 OpenClaw OpenClaw

IPɹ ɹ ɹ ɹ



8

ɺ

OpenClaw

OpenClaw ɺOpenClaw
127.0.0.1
0.0.0.0 18789 ɺ

AI Agent ɺ

OpenClaw
ɺ CVE-2026-25593

OpenClaw Gateway WebSocket
cliPath

ɺ

RCE ɺ

ɺ OpenClaw
ɺ

Agent ɺ v2026.1.29
OpenClaw ɺ

5
OpenClaw AI ɺ

ClawHub “AI ” Skills ɺ

ClawHub —— GitHub ɺ AI
Agent Skills ɺ



9

ClawHub OpenClaw
ɺ AI OpenClaw ClawHub

ɺ 2800
341 Skills ɹ

漓 ⳱ ㄏ ᴹ 㐀墀M 㐺 ᴀᴹ



10

4000 283 7.1%
ɺ SKILL.md API ɹ

ɹLLM
ɺ

ɺOpenClaw
ɺ

ɹ ɺ

ɺ

Skills
ɺ

OpenClaw

skills
Shell WebSocket

Agent API
ɺ AI

ɺ



11

1
1

Bash
# 绑定到本地地址，禁止 0.0.0.0
openclaw config set server.host "127.0.0.1"# 使用 VPN 或 SSH 隧道远程

访问，而非直接暴露端口

2

JSON
{"agents": {"defaults": {"sandbox": {"mode":
"al� 䚃
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2026 1 AI
bash ɺ ~/.ssh/id_*

POST webhook.siteɺ
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